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Abstract
Fault-tolerant broadcasting in the message passing and radio models is considered under a probabilistic failure model. At each
step, the transmitter of each node may fail with fixed constant probability p < 1, and failures are independent. Both node-omission
and malicious transmission failures are studied. Our goal is to establish conditions on feasibility and to estimate the (synchronous)
time complexity of almost-safe broadcasting (i.e., broadcasting which is correct with probability at least 1−1/n for n-node graphs
and for sufficiently large n) under these scenarios. If only node-omission failures are assumed, almost-safe broadcasting is feasible
for any p < 1, in both communication models. For malicious transmission failures, almost-safe broadcasting in the message passing
model is feasible iff p < 1/2, and in the radio model it is feasible iff p < (1 − p)∆+1, where ∆ is the maximum degree of the
network. For the time complexity of almost-safe broadcasting, a number of upper and lower bounds are given in the various models.
c© 2006 Elsevier B.V. All rights reserved.
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1. Introduction
1.1. Background and models
As computer networks grow in size and become more vulnerable to component failures, it becomes increasingly
important to design communication algorithms that work correctly in spite of some limited number of failures and
without knowing their locations.
A faulty scenario in network communication is mainly determined by three aspects: the duration of failures, their
type and their distribution (cf. the survey [25]). In particular, failures can be either permanent (a component remains
faulty during the entire execution of the communication process) or transient (the failure concerns a transmission in a
given step only). In this paper we restrict attention to transient failures. Specifically, we concentrate on transmission
failures, which may be either node-omission failures ormalicious transmission failures. When a node-omission failure
I An extended abstract of this work has appeared in the proceedings of the 24th ACM Symposium on Principles of Distributed Computing, July
2005.
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occurs at a given step, the faulty node does not send any messages during that step. Such failures are relatively benign;
although some information may be lost, at least the information that is received can be trusted. Malicious transmission
failures, on the other hand, represent a worst-case fault scenario: such a failure can cause the transmission component
of a faulty node to behave arbitrarily, by either stopping, or altering transmitted messages in a way most detrimental
to the communication process. It can also transmit in steps in which the algorithm requires it to remain silent). The
model allows adaptive adversarial behavior, namely, one depending on the execution’s history. Granted, malicious
transmission failures that exhibit all these kinds of damaging behavior rarely occur in practice (although they may be
caused, for instance, by a hostile agent whose aim is to destroy the communication process). Nevertheless, the concept
of malicious failures plays an important role in the study of communication algorithms, as it represents a worst-case
assumption: communication algorithms that work correctly in the presence of malicious failures can be used safely
under any fault scenario.
The two most commonly studied models of failure distribution are the boundedmodel and the probabilisticmodel.
In the bounded model, an upper bound k is imposed on the number of faulty components and their worst-case location
is assumed. In the probabilistic model, failures are assumed to occur randomly and independently of each other, with
some specified probability distribution.
In this paper we study one of the most important communication primitives, which is broadcasting. This primitive
requires one node of the network, called the source, to disseminate a message to all other nodes of the network. The
manner in which the message is transmitted through the network depends upon the particular communication model
employed. In this paper we consider two common synchronous communication models, known in the literature as
the message passing model and the radio model. In the message passing model a node can send, in each time step,
arbitrary and possibly different messages to all of its neighbors simultaneously. Any node can receive all messages
sent to it by its neighbors in that time step.
The radio model is more restrictive. A node can transmit at most one message in any given time step, and that
message gets delivered to all neighbors. A node receives a message in a given step if and only if it does not transmit in
this step itself and exactly one of its neighbors transmits in this step. Otherwise a collision occurs, which the receiving
node cannot distinguish from silence (we assume no collision detection capability).
We adopt the following fault scenario. In every step, the transmissions of each node fail with constant probability
0 < p < 1. Transmission failures of different nodes are independent, and so are transmission failures of the same
node in different steps. We study both node-omission and malicious transmission failures. It should be stressed that
we distinguish between two separate components of the node, namely, its main control processor and its transmission
component. (Such a separation often exists in modern network architectures, in which switching and other
communication-related tasks are carried out by a fast dedicated “switch” or “router”, cf. [10].) The type of malicious
behavior assumed here is limited only to the transmission component of the node and does not affect, e.g., the memory
or control components of the nodes. In particular, a failed node does not tamper with its own memory registers and
internal state. Hence if the node does not fail in subsequent steps, it regains normal behavior. While this is admittedly
a deviation from the standard notion of malicious failures, it may be natural for studying transmission failures.
Let us remark that while the fault model is assumed to be probabilistic, the algorithms presented are deterministic.
This means that the environment can behave randomly, but given a particular behavior of the environment, the
execution of the algorithm is fully determined. (Nevertheless, our impossibility results hold for randomized algorithms
as well.)
In a failure-prone environment, the task of broadcasting is completed successfully if, despite the failures present
in the network, every node receives a copy of the original source message intact. Note that, since we adopt a
probabilistic scenario, the best we can achieve is broadcasting with high probability. A broadcasting algorithmworking
under a given fault and communication scenario in an n-node graph G is said to be almost-safe if it manages to
complete broadcasting succesfully with probability at least 1− 1/n, for sufficiently large n. Note that an almost-safe
broadcasting algorithm might still err, i.e., fail to deliver the source message to some nodes, albeit with negligible
probability of at most 1/n.
1.2. Our results
The goal of this paper is to establish conditions on feasibility and to estimate the (synchronous) time
complexity of almost-safe broadcasting under four scenarios, obtained from combining the message passing or
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radio communication models with node-omission or malicious transmission failures. We consider faults affecting
only the transmission components of nodes. For the resulting four scenarios we show the following. Assuming
node-omission failures, almost-safe broadcasting is feasible for any p < 1, in both communication models.
Assuming malicious transmission failures, almost-safe broadcasting is feasible iff p < 1/2 for the message
passing model and it is feasible iff p < (1 − p)∆+1, where ∆ is the maximum degree of the network, for
the radio model. For the time complexity of almost-safe broadcasting we give the following upper and lower
bounds.
Consider an n-node graph G with a given source s, and denote by D the radius of G w.r.t. s (namely, the largest
distance from s to any node in G). Then for the message passing model we show that assuming node-omission failures,
the optimal almost-safe broadcasting time is Θ(D + log n). Assuming malicious transmission failures, almost-safe
broadcasting is possible in time O(D + logα n), for any constant α > 1.
For the radio model we cannot expect time Θ(D + log n), as even fault-free broadcasting schemes (constructed
by polynomial algorithms) have time larger than Θ(D + log n) for some graphs [15]. Hence a natural benchmark
is opt : the value of fault-free broadcasting time for a given graph. We show that almost-safe broadcasting in time
O(opt + log n) is impossible for some graphs, even with node-omission failures, and we give an almost-safe
broadcasting algorithm with time O(opt · log n) for any graph, for both types of failures.
1.3. Related work
For a general survey of fault-tolerant broadcasting and gossiping see, e.g., [25]. More specifically, broadcasting
with malicious transmission failures in the bounded fault model was studied, e.g., in [5,14], and in the probabilistic
model in [6,8,9]. However, in the latter papers, failures were assumed permanent and were distributed randomly
once for the entire communication process. On the other hand, broadcasting with randomly distributed malicious
transmission failures on a line were studied in [23]. Omission transmission failures in the probabilistic model were
investigated, e.g., in [13].
Broadcasting in the radio model without failures was studied, e.g., in [3,7,12,21], while fault-tolerant broadcasting
in this model was the subject of [20,22]. Fault-tolerant broadcasting under the t-locally bounded model, where at most
t permanent malicious failures are allowed in the neighborhood of every node, was introduced and studied in [20]. In
[22] failures were assumed of permanent omission type.
Protocols for communication over a single unreliable link (known as data link protocols) were studied from
a distributed algorithmic viewpoint in [24,16,1]. In [16] it was shown that in a worst-case (adversarial) setting,
no deterministic protocol can tolerate host crashes, even when the channel guarantees FIFO and no duplication.
Subsequently, a randomized solution was developed in [24].
The problem of fast message transfer over a path of unreliable processors was studied in [19]. The model studied
is semi-synchronous, i.e., where there are known lower and upper bounds on message delay, and the algorithm relies
on detecting and isolating failures. In the presence of malicious failures, this requires the additional assumption of
some cryptographic means (e.g., a secure signature scheme). The model is not probabilistic, hence the paper makes
no attempt to quantify the probability of failure. Rather, the focus is on optimizing the communication complexity of
algorithms that guarantee optimal time.
Reliable communication in dynamically changing networks was studied in [4] and subsequently in [17,2]. The
model studied in [4] is semi-synchronous, with a lower and upper bound on the message delay on each link. It is
assumed that nodes are failure-free but the topology may change arbitrarily, in the sense that links may fail and
recover infinitely many times, so long as the network is eventually connected, i.e., no edge-cut persists forever.
It is also assumed that when a node sends a message on an incident link and the link fails, the node will be
informed of this fact within bounded time. In this setting, the paper develops efficient algorithms for broadcasting
or routing a sequence of messages reliably, namely, in order and without omission. Subsequent papers dealing with
the end-to-end message transmission problem in dynamic networks of this type [17,2] discard the semi-synchrony
assumption and attempt to bound the size of counters used in the solution, while still maintaining low message
complexity.
All of the above studies follow a worst-case rather than probabilistic failure model and hence address complexity
issues differently than in this paper.
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2. Feasibility constraints
In order to establish the feasibility of broadcasting, we consider naive broadcasting algorithms and ignore efficiency
considerations. In these algorithms, broadcasting is performed along a spanning tree of the network rooted at the
source s, with each node receiving the message from its parent in the tree.
We present two algorithms, one for node-omission and the other for malicious failures. For simplicity and
uniformity of presentation, each algorithm is formulated so that it works in both the message passing and the radio
models. In particular, to avoid collisions in the radio model, the algorithm activates only one transmitter in each step.
2.1. Node-omission failures
In a preprocessing stage, construct and fix a spanning tree T of the network rooted at the source s. (This can be
done centrally using a standard algorithm [11].) Let v1, . . . , vn be an enumeration of all nodes of the tree, ordered by
nondecreasing distance from s in T . Thus the enumeration respects the levels of T . Let c be a constant depending on
p, to be determined later, and let m = dc log ne. It is assumed that n and p, hence also c and m, are known to the
nodes.
Whenever our algorithms specify that a node v should transmit a message M in step t , this is interpreted as stated
in the radio model, and in the message passing model it is taken to mean that v should send M to each of its children
in the tree T .
Algorithm Simple-Omission
For i = 1 to n do
Phase i: For m steps:
− vi transmits the source message Ms (or 0 if it has not received Ms).
− All other nodes remain silent.
As described, the algorithm requires each node to identify the “window” of time steps during which it should transmit.
To facilitate the identification, the nodes should have a common notion of time (namely, a global clock). In the absence
of simultaneous wake-up, this can be achieved by the sender initiating a step counter to 0 and attaching it to its
transmitted messages, increasing the counter at each round, thus allowing every node receiving a message for the first
time to synchronize with the others.
Moreover, the identification is based on the assumption that each node vi knows its index i . In the message passing
model, this assumption can easily be discarded by slightly modifying the algorithm. Essentially, a node will start its
window of transmissions upon receiving the message for the first time. In the radio model, if the nodes have no distinct
labels (i.e., the network is anonymous) then broadcasting is impossible for some networks, like the 4-cycle, due to
symmetry. Assuming distinct labels from some range [0, K − 1], with every node knowing its label, it is possible to
enforce that at most one node transmits in every round and each node gets sufficiently many opportunities to transmit.
This can be done, for instance, by relying on a global clock established as explained above, and requiring a node with
label i to transmit only in time steps `K + i for integer ` ≥ 0 (or alternatively – in case K is unknown to the nodes –
in time steps pki for integer k ≥ 1, where pi is the i’th prime).
We have the following.
Theorem 2.1. Assume node-omission transmission failures that occur with probability p < 1. Then almost-safe
broadcasting is feasible in both the message passing and the radio models.
Proof. We show that Algorithm Simple-Omission performs almost-safe broadcasting for a suitable choice of the
constant c. Since in every step only one node transmits, there are no collisions and we give the same argument for the
message passing and the radio models. Let c be such that pdc log ne < 1/n2. Let Ei be the event that node vi does not
fail in at least one of the m steps where it should transmit, and let E = ⋂ni=1 Ei . We have P(E¯i ) = pm < 1/n2 and
hence P(E) > 1− 1/n.
Assume that E holds. Then it is easily shown by induction on i that when vi ’s turn to transmit arrives on the i th
iteration, it has already received the source message Ms , hence it can transmit it. It follows that if E holds then all
nodes receive Ms upon completion of Algorithm Simple-Omission. Hence this algorithm is almost-safe. 
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2.2. Malicious transmission failures
2.2.1. The algorithm
The naive algorithm presented next for establishing the feasibility of broadcasting with malicious transmission
failures is a version of Algorithm Simple-Omission in which nodes perform additionally a vote on messages received
from the parent in the tree and relay the majority result of this vote (or the default value 0 if there is no majority).
Also the constant c guaranteeing almost-safe broadcasting is different from the previous case. The tree T and the
enumeration v1, . . . , vn of the nodes is as before. Again, m = dc log ne, and it is assumed that n, p, c and m are
known to the nodes.
Algorithm Simple-Malicious
The source v1 transmits the source message Ms for m steps;
For i = 2 to n do
Phase i:
− vi computes Mi := the majority message among the messages received by vi
from its parent;
− vi transmits Mi for m consecutive steps.
− All other nodes remain silent.
Whereas almost-safe broadcasting is achievable in the node-omission failure model for any failure probability p < 1,
the malicious transmission failure model exhibits a threshold of p values for which almost-safe broadcasting can be
achieved. Algorithm Simple-Malicious applies to both the message passing and the radio models. However, its analysis
is different, and so is the p threshold for almost-safe broadcasting. We therefore present the analysis separately.
2.2.2. Analysis for the message passing model
Theorem 2.2. Assume malicious transmission failures that occur with probability p < 1/2. Then almost-safe
broadcasting is feasible in the message passing model by a deterministic algorithm.
Proof. Using standard arguments based on Chernoff’s bound [18], it can be shown that if p < 1/2 then for a suitable
constant c, every node computes the correct message Mi with probability at least 1− 1/n2. Hence Algorithm Simple-
Malicious succeeds with probability at least 1− 1/n, thus it is almost-safe. 
The algorithm requires each node to identify two time windows: first, the “listening window” during which it
should expect to receive the message from its parent in the broadcasting process, and subsequently, the “transmission
window” during which it should transmit to its children in the broadcasting process. This can be easily achieved
assuming each node vi knows its index i and all the nodes wake up simultaneously at round 0.
The two assumptions can again be discarded in the message passing model by modifying the algorithm and its
analysis. First, observe that in this model there is no particular reason to stick to the rule that vi speaks on the i’th
time window; rather, vi can start its transmission window immediately upon completion of its listening window.
Nevertheless, the solution is slightly complicated by the fact that failures can cause various links to transmit out of
turn, making it difficult for a receiving node to identify with certainty the true starting time of its listening window.
In particular, each node vi must listen all the time. On each round t , and for each of its incident links, vi examines
the messages it has heard on that link in the window of the last m rounds, [t − m + 1, t]. If m/2 identical copies of
the same message have been received, then vi accepts this message as a genuine one, and proceeds to start its own
transmission window. By Chernoff’s bound, the probability of receiving m/2 (or more) identical copies of a false
message over some link during a window of m rounds, is exponenitally small.
Theorem 2.2 is complemented by the following negative result.
Theorem 2.3. Assume malicious transmission failures that occur with probability p ≥ 1/2. Then almost-safe
broadcasting is not feasible in the message passing model even using a randomized algorithm.
Proof. Consider a situation where p ≥ 1/2. We prove the impossibility result via an adversarial argument, by
presenting a graph, a probability distribution on the source messages and an adversary policy that will cause any
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algorithm to err at least half the time. Specifically, consider a graph G consisting of two nodes, s and v, connected by
an edge. The adversary will generate source messages for the sender s randomly from the set {0, 1}, fixing Ms = 0 or
Ms = 1 with equal probability. We show the following:
(∗) The error probability of any broadcasting algorithm 5 is at least 1/2.
Let us first note that it suffices to show (∗) for p = 1/2, since the adversary can always “slow” the failure rate at
will. More precisely, we can reduce the case p ≥ 1/2 to p = 1/2 as follows. If p > 1/2, then if the transmission is
faulty in a given step, the adversary tosses a coin with heads probability q = (p − 1/2)/p and delivers the correct
message if heads turns up, otherwise exhibiting malicious behavior. Since (1− p)+ pq = 1/2, this is equivalent to a
malicious adversary for p = 1/2.
We prove (∗) even assuming that only the unidirectional channel from s to v is failure-prone, and the channel from
v to s is fully reliable. Without loss of generality we may assume that v simply echoes the messages it receives from
s. Equivalently, the situation can be thought of as if communication is unidirectional, from s to v only, but s is able to
listen on the channel, identify failures and know the precise value of the messages actually delivered to v in each step.
This setting is equivalent to the original one because if v does send more elaborate replies to s using some protocol
5v , then s can simulate those replies based on knowing the actual communication history.
We first prove (∗) in the simpler case of deterministic algorithms only and then extend the argument to probabilistic
algorithms as well. Denote the sequence of messages delivered by s to v in the first k steps of the execution by σ .
Following these k steps, and knowing σ , s now sends the next message, which is A0(σ ) if Ms = 0 and A1(σ )
if Ms = 1. If the transmission is faulty in the current step, then the adversary switches the sent message into the
corresponding one for the opposite source message. More precisely, if Ms = 0, (hence s should send A0(σ )), and a
failure occurs, then the adversary delivers A1(σ ) at v, and vice versa.
We now prove that the node v can never infer what is the original source message with probability better than 1/2.
More formally, denoting byM0 (respectively,M1) the event that Ms = 0 (resp., Ms = 1), we show the following.
Claim 2.1. P(M0 | σ) = 1/2 for every execution σ .
Proof. We prove this claim by induction on the number of steps. For zero steps the proof follows from the fact that
P(M0) = 1/2 due to the randomized policy used by the adversary for generating the source message. Now suppose
the claim holds for every execution of k or fewer steps and consider an execution σ ′ = σ ◦ R of k + 1 steps. Let R0
(respectively, R1) denote the event that R = A0(σ ) (resp., R = A1(σ )). It is necessary to examine separately the
casesR0 andR1 and prove the claim in either case. In fact, since the analysis is similar, we show only the case ofR0.
In this case,
P(M0 | σ ′) = P(M0 | σ ◦ R) = P(M0 | σ ∧R0) = P(M0 ∧ σ ∧R0)P(σ ∧R0)
= P(R0 |M0 ∧ σ) · P(M0 ∧ σ)
P(R0 | σ) · P(σ ) . (1)
We now claim that
P(R0 |M0 ∧ σ) = P(R0 | σ). (2)
To prove this, observe that if A0(σ ) = A1(σ ) then both probabilities are 1, and if A0(σ ) 6= A1(σ ) then both
probabilities are 1/2. In either case, Eq. (2) holds.
Combining Eqs. (1) and (2) implies




by the inductive hypothesis, and we are done. 
This proves (∗), and hence the algorithm is not almost-safe.
We now show how to extend our argument to arbitrary randomized algorithms. The adversary picks the same two-
node graph G and the same uniform distribution of the source messages 0 and 1, as in the deterministic case. Let
A = {A1, A2, . . .} be the (possibly infinite) set of possible messages to be sent during any execution of the algorithm.
Again denote by σ the sequence of messages sent by s to v in the first k steps of the execution. Following these k
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steps, and knowing σ , the source s now chooses two probability distributions, A0(σ ) = {(A1, p1), (A2, p2), . . .} and
A1(σ ) = {(A1, q1), (A2, q2), . . .}, where pi , qi are probabilities, some of which can be equal to 0. If Ms = 0 then s
randomly selects a message from the probability distribution A0(σ ) (i.e., it chooses message Ai with probability pi ,
for i = 1, 2, . . .) and transmits it. If Ms = 1 then s randomly selects and transmits a message from the probability
distributionA1(σ ). This is what the algorithm prescribes and what happens when the transmission from s is fault-free
in step k+1. If this transmission is faulty then the adversary switches the behavior of s into the corresponding one for
the opposite source message. More precisely, if Ms = 0 and a failure occurs then the adversary delivers at v a random
message using probability distribution A1(σ ) and if Ms = 1 and a failure occurs then the adversary delivers at v a
random message using probability distribution A0(σ ).
As before, denoting byM0 (respectively,M1) the event that Ms = 0 (resp., Ms = 1), we show the following.
Claim 2.2. P(M0 | σ) = 1/2 for every execution σ .
Proof. Again, the proof is by induction on the number of steps. For zero steps the proof is as before. Suppose the
claim holds for every execution of k or fewer steps and consider an execution σ ′ = σ ◦ R of k+1 steps. LetRi denote
the event that R = Ai . Similarly to (1) in the deterministic case, we have the equation
P(M0 | σ ′) = P(Ri |M0 ∧ σ) · P(M0 ∧ σ)P(Ri | σ) · P(σ ) . (4)
We also observe that
P(Ri |M0 ∧ σ) = P(Ri |M1 ∧ σ) = pi + qi2 ,
hence
P(Ri | σ) = 12 · P(Ri |M0 ∧ σ)+
1
2
· P(Ri |M1 ∧ σ) = pi + qi2 ,
and consequently
P(Ri |M0 ∧ σ) = P(Ri | σ). (5)
Combining Eqs. (4) and (5), it follows that
P(M0 | σ ′) = P(M0 ∧ σ)P(σ ) = P(M0 | σ) = 1/2,
in view of the inductive hypothesis. 
This completes the proof of the theorem. 
Let us note that the proof of Theorem 2.3 relies strongly on the assumption that failures can cause the link to
transmit out of turn. (Silence is considered as a message and a maliciously failed transmission can alter this message
as well.) Without this assumption, the sender s can almost-safely broadcast a bit M to the receiver v so long as p < 1,
using the following algorithm.
• Fix an integer m > 1.
• The sender s operates as follows:
If M = 0, then transmit “hello” on steps 1, 2, 3, . . . , 2m.
Else [M = 1], transmit “hello” on the even steps 2, 4, 6, . . . , 2m
(and keep silent on the odd steps).
• The receiver v operates as follows:
If received a transmission in any two consecutive rounds,
then identify the message as 0.
Otherwise, identify the message as 1.
It is easy to verify that if M = 1 then v always identifies it correctly. If M = 0 then v identifies it correctly in every
execution containing at least two consecutive non-faulty rounds. This, in turn, is guaranteed whenever there were at
least m/2 non-faulty rounds altogether, which by Chernoff’s bound happens with probability at least 1− e−Θ(m).
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2.2.3. Analysis for the radio model
We now turn attention to the radio model. We still use Algorithm Simple-Malicious and make the assumptions that
each node vi knows its index i and that all the nodes wake up simultaneously at round 0.
Theorem 2.4. Assume malicious transmission failures that occur with probability p < 1. Then almost-safe
broadcasting is feasible in the radio model if and only if p < (1 − p)∆+1, where ∆ is the maximum degree of
the network. Feasibility is established by a deterministic algorithm and impossibility holds for randomized algorithms
as well.
Proof. Consider a node v of degree d ≤ ∆, whose parent in the tree is w. Assume that w has a correct copy of the
source message. Let q = (1− p)d+1. By assumption p < q. Consider them = dc log ne steps in whichw is instructed
by the algorithm to transmit. Let Fg be the event that v receives w’s message correctly, and let Fb be the event that v
receives w’s message incorrectly. Let F = Fg ∪ Fb be the event that v receives w’s message. We have Prob(Fb) ≤ p
(as v can hear an incorrect message (namely, one different from the source message) from w only if the transmission
from w fails) and Prob(Fg) ≥ q (since if all nodes from the neighborhood of v and v itself are fault-free in a given
step, then v will hear the correct message). Hence Prob(Fb|F) < 1/2.
Consider the following events:
• Erec: among the m steps there are at least qm/2 steps in which v receives w’s message;
• Ecor: among the steps in which v receives w’s message, the correct message is in the majority.
Let the constant c be such that the probability of Erec ∩ Ecor is at least 1− 1/n2. The existence of such a constant c
follows easily from Chernoff’s bound. Hence, with probability at least 1−1/n2, node v computes correctly the source
message, provided that its parent did it correctly. It follows by induction that all nodes compute the source message
correctly with probability at least 1−1/n, which implies that Algorithm Simple-Malicious is almost-safe for the radio
model, whenever p < (1− p)∆+1.
For the other direction, consider a situation where p ≥ (1 − p)∆+1. Consider a star graph G consisting of ∆+ 1
nodes, with the node v as the star root and the source s as one of the leaves. As for the message passing model, we
prove the claim even under the assumption that s knows the precise value of the messages actually delivered to v in
each step preceding the current one. Again, the adversary randomly generates source messages from the set {0, 1}
with equal probability.
Define the message sequence σ and the notationsM0,M1 as before. As in the message-passing model, we prove
that (for a suitably defined behavior of the adversary) the node v can never infer what is the original source message
with probability better than 1/2, i.e., we show the following.
Claim 2.3. P(M0 | σ) = 1/2 for every execution σ .
Proof. We prove this claim for any broadcasting algorithm, including a randomized one.
Consider such a broadcasting algorithm 5 on G. Let σ be the sequence of messages heard by v in the first k steps
of the execution of 5. Following these k steps, and knowing σ , the source s now chooses a (possibly infinite) set
A(σ ) = {A1(σ ), A2(σ ), . . .} of possible messages to be sent in step k + 1 (one of them can be the empty message,
i.e., silence) and two probability distributions,
A0(σ ) = {(A1(σ ), p1), (A2(σ ), p2), . . .} and A1(σ ) = {(A1(σ ), q1), (A2(σ ), q2), . . .},
where pi , qi are probabilities, some of which can be equal to 0.
We prove the claim P(M0 | σ) = 1/2 by induction on the number of steps. For zero steps the proof is implied
by the fact that P(M0) = 1/2. Now suppose the claim holds for every execution of k or fewer steps and consider
an execution σ ′ = σ ◦ R of k + 1 steps. We will describe a behavior of the adversary in step k + 1 in which the
only possible values of R are Ai (σ ), for i = 1, . . . , t and silence (i.e., the empty message), denoted by . LetRi ,R
denote the event that R = Ai (σ ) (resp., R = ). We examine separately the cases Ri and R and prove the claim in
either case.
First suppose R = Ai (σ ). As for the message passing model, we have Eq. (4), hence it suffices to prove Eq. (5), as
together with Eq. (4) we get P(M0 | σ ′) = 1/2, thus completing the proof by induction.
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Let S be the set of steps in which 5 instructs s to transmit and all other neighbors of v, as well as v itself, to keep
silent. First assume that the step k + 1 is outside of S. In this case the adversary policy is the following: all faulty
nodes behave as if they were fault-free, i.e., according to algorithm 5. Then the only possible message in this step is
 and hence P(Ri |M0 ∧ σ) = P(Ri | σ) (this value being either 1 or 0, depending on whether Ai (σ ) is  or not).
Thus we may suppose that step k + 1 is in S. Denote q = (1− p)∆+1. By assumption we have p ≥ q. As argued for
the message passing model, the adversary may “slow” the failure rate as desired, hence in proving the claim we may
assume p = q .
The adversary policy is the following:
• If s is faulty then all other faulty nodes keep silent and s switches its behavior to that corresponding to the opposite
source message. More precisely, if Ms = 0 then s randomly transmits a message from the probability distribution
A1(σ ), and if Ms = 1 then s randomly transmits a message from the distribution A0(σ ).
• If s is fault-free then all faulty nodes send a message different from the empty one.
We have
P(Ri |M0 ∧ σ) = qi p + piq.
Indeed, v can hear message Ai (σ ) either when s is faulty (and then Ai (σ ) will be heard with probability qi ) or when
all nodes are fault-free (and then Ai (σ ) will be heard with probability pi ). Similarly,
P(Ri |M1 ∧ σ) = pi p + qiq.
Since p = q , we get
P(Ri |M0 ∧ σ) = P(Ri |M1 ∧ σ) = p(pi + qi ).
Hence
P(Ri | σ) = P(Ri |M0 ∧ σ) · P(M0 | σ)+ P(Ri |M1 ∧ σ) · P(M1 | σ)
= 1
2
· 2p(pi + qi ) = p(pi + qi ) = P(Ri |M0 ∧ σ),
which proves Eq. (5) for this case.
It remains to carry out the argument in the case R . Now it suffices to prove P(R | M0 ∧ σ) = P(R | σ).
Again, if step k + 1 is outside of the set S, this is straightforward, provided that faulty nodes behave as fault-free.
So assume that this step is in S and consider the adversary policy as in the case Ri . If A j =  for some 1 ≤ j ≤ t
then this case is covered by the previous argument. Hence assume that A j 6=  for all j . Consequently, regardless of
whether the source message is 0 or 1, v hears  precisely when s is fault-free and some other node is faulty. Let y be
the probability of this event. Hence we have P(R |M0 ∧ σ) = P(R |M1 ∧ σ) = y, which implies
P(R | σ) = P(R |M0 ∧ σ) · P(M0 | σ)+ P(R |M1 ∧ σ) · P(M1 | σ) = y + y2 .
Thus we get Eq. (5) for this case too. 
The theorem follows as before. 
3. Complexity bounds
In this section we establish complexity bounds on the time of almost-safe broadcasting under the four considered
scenarios. We consider only deterministic algorithms. As usual, the time of a given execution of a distributed
deterministic algorithm in the synchronous model is defined as the number of time steps from the point when the
first node started the execution until all nodes stopped their participation in the execution, and the time complexity of
the algorithm (on instances of a given size) is the worst case time of any execution on such instances.
We first address the message passing model. Consider an n-node graph G with source s and let D denote the
radius of the graph, i.e., the largest distance from the source to any other node. In the fault-free setting, the optimal
broadcasting time is clearly D and is obtained by flooding. Hence D is a trivial lower bound on the time of almost-safe
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broadcasting as well. Another lower bound is Ω(log n). Indeed, if the source transmits at most c log n times, where
pc log n > 1/n then with probability larger than 1/n no node can receive the message, even for node-omission failures,
and hence broadcasting cannot be almost-safe. On the other hand, we show an almost-safe broadcasting algorithm,
for node-omission failures, working in time O(D + log n), and thus of optimal complexity.
The algorithm is based on the following result from [13].
Lemma 3.1 ([13]). Consider a line of length L with a source at an endpoint. Suppose that each transmission may
suffer a node-omission failure independently with probability p < 1. Then it is possible to broadcast in time O(L)
with probability at least 1− e−cL , for any constant c.
The algorithm from [13] is very simple. The authors present it for the 1-port model but its version for the message
passing model (achieving the same performance) consists in all nodes transmitting simultaneously for O(L) steps.
We modify this algorithm as follows. Let T be a breadth-first search tree rooted at the source (constructed by
a centralized preprocessing algorithm). The height of T is D. Let L = D + dlog ne. Let all nodes of T transmit
simultaneously for O(L) steps.
For the sake of analysis, modify T by adding dummy nodes to each branch, so that all branches are of length exactly
L . Denote the modified tree by T ′. The execution of the algorithm on T can be compared with the corresponding
execution on T ′. By the analysis of [13], such execution has the property that for every branch, all of its nodes receive
the message with probability at least 1 − e−cL , where c is such that 1 − e−cL > 1 − 1/n2 (this is guaranteed by
Lemma 3.1). As each branch in T is no longer than the corresponding branch in T ′, the probability that the message
will reach all nodes on the actual branch in T is at least as large as the probability that the message will reach all nodes
on the fictitious branch in T ′. Hence all nodes of T get the message with probability at least 1− 1/n. This implies the
following result.
Theorem 3.1. For any p < 1, almost-safe broadcasting in any n-node graph of radius D with node-omission failures
is possible in time O(D + log n). This complexity is optimal.
For malicious transmission failures in the message passing model we get a slightly weaker result, applicable in a
slightly weaker failure model where a failure cannot cause a link to speak out of turn (henceforth termed the limited
maliciousmodel). The algorithm is based on the following elegant result of Kucˇera [23], which concerns broadcasting
a single bit in an unreliable environment.
Lemma 3.2 ([23]). Consider a line of length L with a source at an endpoint. Suppose that each transmission may
suffer a limited malicious transmission failure independently with probability p < 1/2. Then it is possible to broadcast
in time O(L) with probability at least 1− e−Ω(Lc), for any constant c < 1.
The algorithm of [23] uses single bit transmissions on the edges. It bounds also the delay of the algorithm, namely,
the maximum time period during which a node is active in the algorithm (i.e., the time from when it gets the first bit
from its predecessor in the line until it gets the last bit).
Denote the line of length n by Ln . Let Ap(n, τ, δ, Q) denote the fact that for Ln , with individual transmission
failure probability p, there exists a broadcast algorithm of time τ , with delay δ, guaranteeing failure probability at
most Q. Clearly Ap(1, 1, 1, p) holds. Suppose we are given an algorithm5n for the line Ln satisfying Ap(n, τ, δ, Q).
The algorithm is based on two basic composition rules, allowing the use of algorithm 5n as a building block for
constructing algorithms with improved guarantees.
The first composition rule applies to the line Lρn for integer ρ ≥ 2, interpreted as a serial composition of ρ copies
of Ln . The algorithm for the composed line Lρn is based on using algorithm5n at times jτ , for j = 0, 1, . . . , ρ − 1,
to broadcast from node jn to node ( j + 1)n. It is shown that this composition operation guarantees
[CO1] If Ap(n, τ, δ, Q), then Ap(ρn, ρτ, δ, Q′), where Q′ = 1− (1− Q)ρ .
The second composition rule is based on executing algorithm 5n repeatedly κ times on the line Ln , for integer
κ ≥ 1, with delay δ between successive executions. The last node of the line then takes the bit occurring in the
majority of the messages it received as its output. It is shown that this composition operation guarantees







Q j (1− Q)κ− j .
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The algorithm is now constructed by carefully combining the two composition rules using suitable choices for the
parameters ρ and κ .
In fact, there are three subtle differences between the setting of [23] and our setting. First, the message broadcast by
that algorithm is comprised of a single bit, whereas we consider longer messages. Second, the failure model considered
in [23] is slightly weaker than (limited) malicious. One may call that model the flip model, as the only transmission
failures allowed are bit flips. In contrast, the arsenal of (limited) malicious transmission failures allows also for the
possibility of message loss, as well as for the possibility of delivering the message intact and uncorrupted. This may
in fact work to the advantage of the adversary in the case that the message bit has been flipped during some earlier
transmission. The third difference is that the goal in the model of [23] is to deliver the correct bit to the last node on
the line, whereas our definition of successful broadcast requires every node to receive the correct message.
Nevertheless, the algorithm of [23] is rather robust, and it can be readily verified that the claims [CO1] and [CO2]
discussed above apply without change even when the broadcast algorithm is required to transmit long messages,
overcome limited malicious transmission failures and guarantee correct message delivery at every intermediate node.
Hence we may utilize this algorithm in our model as well.
To apply the algorithm of [23] on general networks, we modify it similarly to what was done earlier for node-
omission failures. Find a breadth-first spanning tree T for the network centrally as before. Take any constant α > 1,
and let L = D+ d logα n for a constant d to be determined below. All nodes of the tree T perform the algorithm from
[23] on each branch. Whenever a node has more than one child in the tree, it transmits to all its children the message
that it is instructed to transmit along the line in the original algorithm.
For the sake of analysis, consider a modified tree T ′ obtained by adding dummy nodes to each branch, so that all
branches are of length L . By Lemma 3.2 (applied for c = 1/α) the error probability in running the algorithm on T ′ is
at most e−bL1/α , for some constant b, and the time is at most O(L). Let the constant d be such that e−bL1/α < 1−1/n2.
Hence all nodes get the correct message with probability at least 1− 1/n. This implies the following result.
Theorem 3.2. For any p < 1/2 and any constant α > 1, almost-safe broadcasting in any n-node graph of radius D
with limited malicious transmission failures is possible in time O(D + logα n).
We now turn attention to the radio model. In this model, the natural benchmark for complexity of almost-safe
broadcasting in a given n-node graph G with source s is the time opt of fault-free broadcasting in this graph. This
time is clearly a lower bound on the almost-safe broadcasting time, as is Ω(log n), for the same reasons as in the
message passing model. Hence it is natural to ask whether almost-safe broadcasting is always possible in time
O(opt + log n). Our next result reveals that this is not the case, even for node-omission failures, thus exhibiting
a difference between the message passing and the radio models in this context (see Theorem 3.1). This is shown
by constructing an n-node graph G for which opt ∈ O(log n) but any almost-safe broadcasting algorithm has time
Ω(log n · log log n/ log log log n).
Consider a graph G constructed as follows. Let N = 2m for some integer m ≥ 1. The graph G consists of three
layers. The first layer, V1, contains only the root, s. The second layer, V2, consists of its neighbors, denoted b1, . . . , bm .
The third layer, V3, consists of N − 1 nodes 1, . . . , N − 1. Altogether, the graph consists of n = N + log N nodes.
The root is connected to every node in the second layer. Node bi in the second layer is connected to every node v in
the third layer such that the i th bit in the binary representation of v is 1.
Lemma 3.3. In the radio network G, every algorithm for fault-free broadcasting from s must use at least m+1 steps,
and there is an algorithm achieving broadcasting in exactly m + 1 steps.
Proof. Let us first prove that m + 1 steps are necessary. Without loss of generality, the source transmits in step 0 and
then remains silent. We want to argue that the nodes of layer 2 require m steps to inform the nodes of layer 3. This is
shown by induction on m. For m = 1 the claim is immediate. Now consider an arbitrary m. Consider the node 2m −1.
It hears the message only in steps in which exactly one of the nodes in layer 2 transmits. Hence there must be at least
one such step. Without loss of generality let this be step 1, and let the transmitter be b1. Then following this step, all
the nodes 2m−1 ≤ i ≤ 2m − 1 have received the message, and we are left with the problem of informing the nodes
1 ≤ i ≤ 2m−1 − 1. By the inductive hypothesis for m − 1, this will take m − 1 steps.
A schedule of length m + 1 realizing broadcast on G consists of the source transmitting in step 0, followed by m
steps in which node bi of layer 2 transmits in step i . 
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Lemma 3.4. In the radio network G, any almost-safe broadcasting algorithm from s requires Ω(log n ·
log log n/ log log log n) steps, even with node-omission failures.
Proof. Assume that the source is fault-free, so a single step of transmission by s suffices to inform all nodes of layer
2, and s remains silent thereafter. We want to argue that the nodes of layer 2 require Ω(log n · log log n/ log log log n)
steps to inform all nodes of layer 3.
Consider an almost-safe broadcasting algorithm in the radio model with node-omission failures. Denote its
schedule by A1, . . . , Aτ , where At ⊆ V2 is the set of indices of nodes from layer 2 that transmit in step t of the
execution, for every 1 ≤ t ≤ τ .
For a node v of layer 3, let Pv denote the set of positions 1 ≤ i ≤ m in which the binary representation of v
contains 1. Note that v can hear the transmission in step t iff |At ∩ Pv| = 1. We denote this fact by defining a bit
H(v, t) such that H(v, t) = 1 if |At ∩ Pv| = 1 and 0 otherwise. We say that v is hit in step t (or, by the set At ) if
H(v, t) = 1. Let hv denote the number of steps in which node v is hit. Of course, v does not hear the message in such
a step t if the unique node from layer 2 in At ∩ Pv fails in that step.
Claim 3.1. With probability phv , node v in layer 3 does not receive the message.
This in turn implies the following.
Claim 3.2. To guarantee that the broadcasting algorithm is almost-safe, it is required that hv ≥ c log n for every node
v in layer 3, for some constant c = c(p).
Partition the nodes of layer 3 into sets S j , such that V3 = ⋃mj=1 S j , where S j consists of all the nodes v ∈ V3
whose binary representation of v has exactly j ones. Let h(t, j) denote the number of nodes of S j that are hit
in step t , i.e., h(t, j) = ∑v∈S j H(v, t). Let h( j) denote the number of hits on S j throughout the execution, i.e.,
h( j) = ∑τt=1 h(t, j). By Claim 3.2, in order to ensure that the broadcasting algorithm is almost safe, it is required
that for each set S j , h( j) ≥ c log n|S j |.
Let us reformulate the above in relative terms. Let f (t, j) denote the fraction of nodes of S j that are hit in step t ,
i.e., f (t, j) = h(t, j)/|S j |, and let f ( j) =∑τt=1 f (t, j). In order to ensure that the broadcasting algorithm is almost
safe it is required that for each set S j , f ( j) ≥ c log n.
By a straightforward combinatorial argument,

















Proof. By the previous fact,
f (t, j) = h(t, j)(m
j
) = ` · j (m − `) · · · (m − `− j + 2)
m(m − 1) · · · (m − j + 1) ,
yielding the bound. 
Let K = logm/ log logm and Z = log K + log log K . We now consider a set At of cardinality ` and a set S j , and
show that At can hit a sizable fraction of the nodes in S j only if ` falls in the range m/( j K ) < ` < m(Z + 1)/j .
Specifically, outside this range At can hit at most an O(1/K ) fraction of the nodes of S j .
Claim 3.5. For a set At of cardinality `:
1. If ` ≥ m(Z + 1)/j then f (t, j) ≤ 2/K.
2. If ` ≤ m/( j K ) then f (t, j) ≤ 1/K.
Proof. The first claim follows from Fact 3.4 upon noting that if ` ≥ m(Z + 1)/j then
` · j/m ≥ (`− 1)( j − 1)/(m − 1) ≥ ` · j/m − 1 ≥ Z .
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As the function (x+1)e−x is decreasing, we have that if y ≤ x ′ ≤ x ≤ x ′+1 then xe−x ′ ≤ (y+1)e−y . Subsequently,
we have






≤ (Z + 1)e−Z ≤ 2/K .
For the second claim, note that if ` ≤ m/( j K ) then by Fact 3.4 again, f (t, j) ≤ `· jm ≤ 1/K . 
Let L( j) denote the set of integers ` such that a set At of cardinality ` satisfies f (t, j) ≥ 2/K . By the previous
fact, we have the following.
Claim 3.6. If ` ∈ L( j) then mjK < ` < mZj .
For 1 ≤ i ≤ K/4, let ji = d m(K (Z+1))2i−2 e. Note that j1 = m and jK/4 ≥ 1.
Claim 3.7. For every step t, there is at most one index 1 ≤ i ≤ K/4 for which f (t, ji ) > 2/K.
Proof. The claim is proven by showing that the sets L( ji ) for 1 ≤ i ≤ K are pairwise disjoint. To verify this,
consider two consecutive indices ji and ji+1. By the previous fact, the largest ` in L( ji ) is strictly smaller than
Ai = m(Z+1)ji , and the smallest ` in L( ji+1) is strictly larger than Ai+1 = mji+1K . Disjointness now follows from the
fact that Ai+1 ≥ Ai . 
The last fact implies that the contribution of each individual set At to the sum F = ∑K/4i=1 f ( ji ) is less than
1 + (K/4 − 1) · 2/K ≤ 2. As the total contribution of the entire schedule on these sets must be at least cK log n/4,
we get that
τ > cK log n/8 ∈ Ω(log n log log n/ log log log n),
completing the proof of Lemma 3.4. 
Lemmas 3.3 and 3.4 imply the following result.
Theorem 3.3. There exists an n-node graph for which almost-safe broadcasting in the radio model cannot be
performed in time O(opt + log n), for both node-omission and malicious transmission failures.
We finally present simple almost-safe broadcasting algorithms working in time O(opt · log n), for any n-node
graph whose optimal fault-free broadcasting time is opt . We first present the version for malicious transmission
failures. Consider an optimal fault-free broadcasting algorithm A for a given graph. Let p(v), for any node v, denote
the node from which v gets the source message in algorithm A. Repeat every step i of A in a series Si of consecutive
m = dc log ne steps. Every node v which gets a message from p(v) in step i of algorithm A, sets Mv to the majority of
bits received from p(v) in series Si (or to 0, if the numbers of received zeroes and ones are equal). In later steps of the
algorithm, when v is instructed to transmit, it transmits Mv . This scheme will be called Algorithm Malicious-Radio.
In the version for node-omission failures, called Algorithm Omission-Radio, node v sets Mv to any bit received from
p(v) in series Si (or to 0 if no bit was received).
Theorem 3.4. Algorithm Omission-Radio is an almost-safe broadcasting algorithm working in time O(opt · log n)
for any n-node graph, for any p < 1. Algorithm Malicious-Radio is an almost-safe broadcasting algorithm working
in time O(opt · log n) for any n-node graph of maximum degree ∆, whenever p < (1− p)∆+1.
Proof. The proof of the first part is similar to the proof of Theorem 2.1 and the proof of the second part is similar to
the proof of Theorem 2.4. 
4. Open problems
While we establish exact feasibility constraints on almost-safe broadcasting for all investigated scenarios, the issue
of the time complexity of almost-safe broadcasting is still far from being completely understood, and some interesting
open problems concern tightening the bounds established in this paper. In particular we state the following problems.
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1. Is there an almost-safe broadcasting algorithm for an arbitrary graph, working in time O(D+ log n) in the message
passing model with malicious transmission failures, when p < 1/2?
2. What is the optimal almost-safe broadcasting time for an n-node graph with optimal fault-free broadcasting time
opt in the radio model with node-omission (resp. malicious transmission) failures? In particular, is itΘ(opt ·log n)?
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